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Wi-Fi Connection

Follow installation instructions to wire loTBuddy to desired Modbus or analog device.

The QR Code for the Manual is included below:

Once powered, loTBuddy will host an access point for 5 minutes. To re-enable the access point, press the button
on the loTBuddy.

Connect using QR Code to Access Point (AP):
1. Scanthe QR code on the label of the loTBuddy device. This can be used to join the loTBuddy’s hosted
network.
2. Open a browser; go to https://4.3.2.1
3. A non-private connection status may appear, please approve and “visit website”
a. You may need to hit “refresh” after clicking the “visit website” link.
4. Log in using the default credentials:

e username: admin
e password: admin
5. Navigate using the 3-line “hamburger” menu on the top right.
Refer to the other sections of this document for details of each setup screen.

n2z @z -

1/0/indexh 0]

)
Sign in @

admipn Login Credentials

2.1/0/index.h

Login Username: | admin Login Info
Local Network

Login Password: Local Device

0= loT Connection v

BAS Connection ~

Advanced ~

12 3 456 7 8 9 0

gwer tyuiop

asdf ghjk I

H zxecvbnm@

I
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https://4.3.2.1/

Manually Connect to Access Point (AP):
1. Open your Wi-Fi network page and find the IOTB that matches the serial number printed on your
loTBuddy label.
2. Enter the network security key: password

1047 e D@ - 4 W93% 10 » H@ -

& Internet Q

Senva_Guest
@ Sema

IOTB-FFFO4

<

AP10012429

IOTB-FFFO4

[ show password

RAD-TEST

Advanced options

SENVA-NET

Cance

12 3 45 67 8 20 IOTB-FFFQ4

XFINITY

gwertyuiotgp

xfinitywifi
ASTWIFI anfthkI

pas swnrdl

&z xcvbnmg@

° Show password

Advanced options

PlayConnectGuest

v
4
A 4
A 4
v
v
v
v
<

WBT Private

+

Add netiork

3. Goto https://4.3.2.1
4. Your browser may indicate a non-private connection. Find the “proceed” button near the bottom of the
warnings; you may need to click the subtle link labeled “advanced” or “show more” first.
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https://4.3.2.1/

A

Your connection is not private

Attackers might be trying to steal your information from 10.73.8.142 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide advanced Back to safety

This server could not prove that it is 10.73.8.142; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.73.8.142 K

5. Login using the default credentials:
e username: admin
e password: admin

e D@ - V4 W8a%

Signin
hi

IJ

admin

P

Cancel Signin

1 23 456 7 8 9 0 Signin

gwer tyu i o p https:.//10.73.10.151

asdf ghjkI

Username  admin a@dmin
& z x ¢ v bnm

@ @

6. You may change your username and password on the Login Info screen. Once you click “Save,” you will
be logged out and prompted to log in again with the new credentials.

Password sene admin
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22 & -3 o ] .d§75% 22 & -3 = 3 OdW75%

.3.21/0/indexh -+ 0]

Q hccess Point || O Local Network o —I

Login Credentials
Configuration
Login Info Login Username: | admin

Local Network

Local Device Login Password:

loT Connection v 0=

BAS Connection v

Advanced -

Network Configuration

1. Enter the SSID and credentials for the existing Wi-Fi network you wish to connect to the loTBuddy.

2. You may change your access point password on this page, if desired.
3. If you chose a static IP assignment, please enter it in the “Addressing” section.

22 & -3 o ] .d§75% 23 & -3 = 3 .d§75% 23 & 3 = 303 w4 §75%

+ @
Q) hccess Point || @ Local Network o I

Protocol: Open -
Wi-Fi Station

Q) hccess Point || @ Local Network o I

Sense the Difference

leTBuddy

Configuration

Password: Enter your Wi-f | (] ®
Login Info Network Status:  Disconnected
Local Device
e g Enter WIFI
loT Connection v Network SSID. Access Point
Seourity SSID: IDTB-FFF04
BAS Connection v " el o .
Advanced -

Access Point
Password: [ seeee O=
1= Password: )n'r‘r\ﬂ rwik | (] ® {

Set security options.

Addressing

Access Point

N . Address
ceess Poin A t: [ ~
SSID: |OTB-FFF04 =Lk /v yname
pecess Point “ Set P Address Type“
W Prsmnrd s - o =
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4. Changing the “Address Assignment” to Static allows for the IP address to be entered.
SEMNV/A

O Access Point | (O Local Network

Sense the Difference

|eTBuddy

Local Network Access Point SSIL IOTB-FFFO4

Addressing

ssignment Stat -

Tyrar ﬂ— Set IP Address Type.

Set IP Address, DNS,
Subnet, and

DNS Preferred

Select “Save” to Apply Changes.

Static Netmask 0001 Gateway. The IP Address to Access the
loTBuddy Will Be the New IP
Address.

5. When you hit the “Save” button, you will need to disconnect and reconnect to the access point IOTB-
xxxxxx. Reconnect, then click the “reload” button on your web browser.

6. For Static Connections: Enter the previously assigned IP address into your browser. You will be prompted
with another non-private connection, please proceed. Log in again using your new login credentials.

For DHCP Connections: Navigate to the network tab and hit the Copy IP button to copy your new IP
address.

R @ Newab X+ ~ a

Q. hps//1073.3013¢ - @ 4 =

1 Press to Information will be
Login Info Network Status; @ Connected: Avallable at hitps:10.73.10.136 on the SENVA network W . :x::’:":’;;;vfl‘;r
Local Network Buddy configuration
Wifi Station SSID: sera CO py settings Interface.

Security Protocol apen

Password e De

Access Point

Access Point SSID: 10TE-FFFOS

Access Point Password: | sssssses De

Addressing

Copynght © 2023 Serwa Ine: All Righs Reserved

7. You may now connect to your designated Wi-Fi network. Paste the new IP address into your browser. You
will be prompted with another non-private connection; please proceed. Log in again using your new
login credentials.
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nareD@EN -

< Internet

2. Reconnect to network.

Senva_Guest

Connected

4

SENVA

< 3. Paste Here. > o=
AP10012429 >
* O @ (i ]
IOTB-FFFO4
DR I (T
—
SENVA-NET Nelwork Sahes: @ Conoctad: Avalble at pasHO73.10.158 n e SENVA nebrork [ conr v | S

Buddy config
setiings interface.

open

XFINITY

xfinitywifi

ASTWIFI

PlayConnectGuest

v
b 4
b 4
v
v
v
v
v
v
v

WRT Private

+

Add nehisTR

Ethernet or Power over Ethernet (POE) Connection

Follow installation instructions to wire loTBuddy to desired Modbus or analog device.

1. For static IP addressing, connect RJ45 Ethernet plug to the loTBuddy and directly to your computer.
Press the button on the loTBuddy once. Using a web browser, go to https://3.2.1.1.
It may take a few seconds before this address is accessible. You may then set up your desired static IP
address using the web interface (see steps 4 through 7 found on pages 6 and 7 above).

Note: If a static IP address has already been assigned to the loTBuddy, the currently assigned IP
address will need to be used. The designated IP address can be easily retrieved Senva Sync app.

For DHCP, connect RJ45 Ethernet plug to loTBuddy and to your network. Determine your automatically
assigned IP address and enter it into your web browser using “https://”.

Note: The assigned IP address can be easily retrieved Senva Sync app.

Your browser may indicate a non-private connection. Click “Advanced” and then “Proceed to xx.xX.X.Xxx
(unsafe).” Once signed in, you will be able to update security settings to enhance privacy.

2. Your browser may indicate a non-private connection. Click “Advanced” and then “Proceed to xX.XX.X.XXx
(unsafe).”
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https://www.senvainc.com/catalog/documents/downloadcenter/152-0419-0A%20IOT%20Buddy%20install.pdf
https://3.2.1.1/

A

Your connection is not private

Attackers might be trying to steal your information from 10.73.8.142 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide ;cl-:a( Back to safety

This server could not prove that it is 10.73.8.142; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.73.8.142 {

3. Login using the default credentials:
e username: admin
e password: admin

Sign in

https:/10.72.10.151

Username  admin gdmin

Password  swess admin

4. You may change your username and password on the first screen. Once you click “Save” you will be
logged out and prompted to log in again with the new credentials.

5. For static IP addressing, navigate to the “Local Network” tab. Select “Static” address assignment and
enter the rest of your credentials in the associated boxes. Once you click “Save” you will be logged out
and prompted to log in again, with the new IP address and credentials.

4
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x4 v - 8 x

*» 02

O Access Point ) [ Local Hetwork 0

Addressing

Dynamic

Login Info
« Itsetn dynamic. the

Local Network Access Point SS1D: IGTB.FFFOS cannecied network will
andie- a55anna an
address 10 your 10T

F— I CLRmzE
1. Select Address

: Assignment.

Static Gateway: ozoe h 2- Set IP 3' Save

r' e Configuration. Configuration.

Note: The ethernet connection or the power to the IOTBuddy will need to be disconnected
then reconnected for the new address to take effect.

6. Once connected, you will see the “Local Network” status icon at the top of the page turn green.

[ © Local Network |
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Cloud Service Setup (Remote Output Connection)

1. Choose your MQTT protocol from AWS loT Core over MQTT, Azure loT Hub over MQTT, or plain MQTT.
Enter your cloud service or broker information.

& 107 Buss x CTIRCO: AWl X | (3 NewTsb x| +

v - o X
# @ &0 2
& KAORTECHW-FL () Reacing al objects.. €D BACShar/BAChatE.. B HighParformancel.. G BACnatTheGiobsl. @ BAChatCuestionsa. 5 DAChet(VACWik @ Deveioper Aids-B.. S Howto Capture BA
o)

S J
IeTBuddy
Cloud Connection Info U::sr:;no'l;éd&

Login Info s St - " MQTT connections can be e
LL 3 ‘ — set with Username and " el
— . Password. Enter here if e
1oT Setup o g needed. h
. port _ —— Enter Broker Address and P“:mw mostony
Client ID: Iotconsoke-3283ab50-7863- o el

Client ID Issued by provider. | Ghacters

Password must ba
atleast B characters

[

s Enabled v

Client Private Key Choose File |No file chasen

Client Certificate: Choose File | No file chasen “

Copyright © 2

2. Enter client certificates in the Security section if applicable.

@ o7 Buddy *x (114 Wall X | {3 MNewTeb x + v - o x
< L
& . & HoneywellHome R, B KALGRTECHWiFi. () Reading allotyecs.. () BACshawBACretE.. B igh Performarce t.. G BACne: The Global.. ) BACnet Guestionsa.. By 84Cnel (<VAC Wik] 4@ n

m * N @ o

leTBudd )
Y
[ comuaton Fasswors

Login Info

Service Selection: WMaTT v Ussrmame
Local Netwo « Usemame must only
s . contain ASCII
Local Device = characters,
. « Usermame must be
IoT Connection Passworc: . MQTT, AWS, and Azure connections can ateast | craracer
=
loT Setup e . .
s Broker UR pr———— use certificates for authentication.
BAS onnection -
Password
Adv; - Port: 5883
« Password must only
contain ASCI
Client ID: lofconsole-3283db5d-T86a- . characters.
1. Enable Security. e e

alleast 8 characters
s Enabied / 2. Upload Private Key.
Client Private Key Choose File chosen

/ 3. Upload Client Certificate.
Client Certificate: Choose File | N 4. Save Settings. — “

Copyright & 2023 Senva Inc All Rights Reserved

3. When you hit “save,” you should see the Connection Status icon at the top turn green.

[ © aws 10T Core (MQTT) Status |
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Setting the Modbus Settings for the Connected Device

Modbus Settings (Local Device)
1. Navigate to the “Local Device” tab to enter Modbus settings. The Baud Rate, Parity, Stop Bits, and
Address fields must match the Modbus device connected to the loTBuddy.

4321 e * @ »0 &
A B Honeywsl Home R B KALORTE € Randing sl ctjects.. ) BACshan wi. B8 icel.. G BAChn TheGlobel.. iy B tonss.. iy BACHet (HVA «

€ cC O AN u hapa//d 7
@ es @ Carstinans K p [
3
(]

) ‘=
Dynamic

Lot 1aen M « If sél 1o dynamic, the
ocal Network connected network wil
— »

handile assigning an

© ¥~ 1. Set Modbus Settings to By T

Local Device 4,

IoT Connection S1o5 Biis: Lo . C—
BAS Connactio Match the connected thelo Aivanced)
Advanced Adirees: 1 . + I s6tta static loT
device. Byt
information

+ You will need to
Register Order configure the IPv4,
DNS Profarred
Gateway and Netmask
address's to work with
your network

Word Order MSB

Byte Order [

2. Select Save.

e

2. Navigate to the “Advanced”, then” General”, then” System Info” tabs to verify Modbus communication.
The Modbus RTU TX and Modbus RTU RX values will begin to count when the points are fully defined,
and proper communication is established.

Copyright © 2023 Senva Inc. All Righs Reserved

L aaaE TR e e o e + o
& C (b A Motsecure | hups//d3.21 fex w 9 » L 0O&
# EACnet Questionss.. Y BACnet [HVACWik] @) Developer A= B.. 2t Haw to Capture B

m o

‘ T——
Login Info newer version
Local Network
Service Disconnections: [

L]
]
2
2
-]

Local Device

o Publish Queue Full: i
loT Connection ~

BAS Connection « Sent Messages:
Verified Messages: [l
.

System Info

Diagnostic Log

Modbus RTU Tx Frames :

Modbus RTU Rx Frames: i
Modbus RTU Frame Errors: i

NFC EEPROM Status: [SUISSEeLS

IP Activity: [l
=3
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Setting the Data Point Settings for the Connected Device
Data Point Settings (Local Modbus Device)

1.

Under loT Connection navigate to “IOT Messages” tab. You may choose one of the pre-configured Senva
devices from the dropdown or choose “Basic” to manually enter the points you wish to monitor.

2. Pre-configured points can be selected.

IcTBuddy

leTBuddy

Login Info

- @ ~az Temperature (Temperature ) .
Configuration Configuration
€) ~q2 Relative Humidity ( RelativeHumidity )

@ 202 Temperature ( Temperature )

Login Info @) AazRelative Humidity (RelativeHumidity )

Local Network Local Network

Local Device Local Device

loT Connection loT Connection

Default
Temperature
Relative Humidity
CO2

TVOC ug/m3 . EP—
TVOG PPB ead current CO2 co
PM 1.0 ug/m3
PM 2.5 ug/m3
PM 4.0 ug/m3
PM 10.0 ug/m3
Air Quality
Slider Display
Occupancy
Ambient Light
Relay Contacts State
Dewpoint

Pressure

PM 0.5 Particle Count
PM 1.0 Particle Count
PM 2.5 Particle Count

loT Setup loT Setup

loT Messages loT Messages

BAS Connection BAS Connection

Advanced « Advanced -

2. Select Device Points

1. Select Device Type.

vl Relative Humidity AQ2

v| Relative Humidity v

3. Select Add.

Basic points can be added manually. Preconfigured point properties can also be edited.

(@ Access Point ][© Lecal Network | [@MaTT status |

leTBuddy

Configuration

@ ~q2 Temperature (Temperature )

Login Info ° AQZ Relative Humidity ( RelativeHumidity )

Local Network © sazcoz (coz)
Local Device . X
@ custom Regester (Derauit)
loT Connection
loT Setup
loT Messages
BAS Connection v

Advanced v
2. Select the Point to Open Point
Properties.
1. Add a Basic Point.

Default
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3. Adjust the settings for each point you wish to monitor. The right sidebar provides a detailed description

of each field as it is selected.

(@ access Point ) (O Local Network | (@ MaTT staws |

o

@ custom Register (co2
Configuration
i Inf Regrster *
L Topic * coz
Local Device Register Type Ox04 (Input
loT Connection
Precision
cos
loT Messages
=

Register Count*

Rate of Publish *
v Data Scale: x1 (No Scale
Data Type

Retain ves

3. Set Point properties in the boxes above.

4. Save Configuration

Data.

Register Type

+ The type of Modbus
regster to query
Please refer to the

connected device
specification for more
nformation

Data Point Settings (BACnet IP)

enva Inc. All Rights Reserved

3. This section covers the BACnet IP setup. Modbus TCP setup is covered in the next section. Under BAS
Connection navigate to the “BAS Setup” tab. You may select the protocol from the drop-down menu. Set
each of the BACnet IP Properties and select “Save”. The default UDP Port for BACnet IP is 47808.

I6TBuddy — ~/, g
Selection: BAChet IP v QoS (Qu_ality of
Configuration Service)
Activity
Login Info Timeout: 20 « 0 (At most once)
+ 1 (At least once)
Local Network : * 2 (Exactly once)
Device
R Name: IOTB-AP NOTE: QoS 2 is not currently
Local Deviee supported by AWS or Azure.
|oT Connection ~ DeNiee
BAS Connection Description: CO2-VAL POE loTBuddy
— Device | Welcome! _J§
Configuration Instance: 10
Information will be
Login Info displayed here as you
UDP Port: 47808 navigate the SENVA
Local Network loTBuddy configuration
settings interface.
Local Device APDURetry: | 0 N
loT Connection v BRI
BAS Connection Timeout: 3
. v
BACnet Objects N /
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This section covers manually adding BACnet IP Points. Loading points from a template is covered in the next
section. Under BAS Connection navigate to the “BACnet Objects” tab. Click the “New” button to create a new
point. Then select the new point and click the eye icon to open a new window. In the window, set the object
Modbus RTU properties, then set the BACnet IP properties. Select “Save” to commit the changes. Select the
“Save” Icon to save the BACnet IP Points.

)\
’OTBUddy T
Configuration Added Objects m P
|

Al-1: New Object

~ 7 A
1. Click to add

Login Info
Local Network
Local Device 2. Select
loT Connection v = Created Object
BAS Connection M3 Click the Eye
BAS Setup Icon to view
BACnet Objects ﬂ

Object Properties.
\ S

o

Modbus RTU 2 B.

Modbus RTU Settings

Input Type

ACnet IP

Object Properties

Object Name

Input Regists Zone 1 Termp

Start Register Object Type

1 . = Al{Analog Input ~ .
4, Set Point B 5. Set Point

Register Count Object Instance

1 Modbus 1 BACnet/IP

Data Scale: Propertles Description Propertles

x0.1 v Zone 1 Temperature- AQ2W

Data Type * Units
Float

degrees-fahrenhait

6. Select Save. ]
Present Value Min (Min_Pres Valug)

\ 400
s Present Value Max (Max_Pres Valug)
ave vz ‘

(O Local Network | (@ MQTT Status ][ @ BACnet IP Activity | o

lé TB Uddy - ~ (}\
Configuration

Login Info ;;O\J»eried modbus data
Local Network
Local Device Al-1: Zone 1 Temp E
loT Connection ~
BAS Connection E
BAS Setup 7. Select Save
BACnet Objects @

Advanced -

The Currently Saved Points Can be _—>
Downloaded as an Object Template File.

Selected Points Can be DeIeted./'ﬂ
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5. This section covers loading BACnet IP points from a template. Manually adding BACnet IP Points is
covered in the previous section. Under BAS Connection navigate to the “BACnet Objects” tab. Click the
“Upload Objects Template” button, then select the file to load and click “Open”. This will load a list of
points into the “Available Objects” list. Then select the points that you wish to add and select “Add”. The
Points will be added to the “Added Objects List”. Select the “Save” Icon to save the BACnet IP Points. See
the previous section for directions on editing BACnet IP point properties, deleting points, and saving a
new BACnet IP object template file.

Crganize - New Tolder = T U \
# Downloads * Name Date modified Type Size ~ o

 Favorites

SEM\

~ Earlier this month (2]

Sense the D 7 Links £ BACnetCgpfig-1698292865000 json 11/6/2023 9:47 AM JSON File 16 KB
& Music LT 10TB-FFRDAS 639292240000.json 11/6/2023 3:37 AM JSON File 2KB
© AmaPdin e A . A
2. Select Template File, Then Open J
File name: BACnetConfig-1699292865000 san . JSON File (*json) ~ h
Open Cancel

Configuration

picekeales. 1. Select to Upload

Local Network
=

Local Device

Login Info

loT Connection v
BAS Connection

BAS Setup =
BACnet Objects

——
IeTBuddy

3. Select Points
Login Info tO Add S 5 Se|ECt
Local Network pem—— Save to Add
toslitisvice Al-1 : Temperature | E Al-1 : Temperature H BACnet IP
loT Connection v Al-2 ; Relative Humidity Al-2 : Relative Humidity )
BAS Connection A3:C02 AI3:CO2 Objects
BAS Setup Al-12 : Occupancy Al-12 : Occupancy @
Al-13 : Ambient Light Al-16 : Pressure
BACnef Obvects Al-14 : Relay Contacts State Al-31: CO Reading ) Added
Advanced Al-15 : Dewpoint . .
4. Select Add Object File
Al-17 : System Status
Al-18 : Temp Sensor Status to Move to Can be
Al-19 : RH Sensor Status H
Al-20 : CO2 Sensor Status AddEd ObJeCts Downloaded
i
Al-32 : CO Status. LI St a s a N ew
Template

IOTBuddy Web Configuration Guide Page 16 of 24 154-0054-0B



Data Point Settings (Modbus TCP)
5. This section covers the Modbus TCP setup. BACnet IP setup is covered in the previous section. Under
BAS Connection navigate to the “BAS Setup” tab. You may the protocol from the drop-down menu. Set
each of the Modbus TCP Properties and select “Save”.

l J

Sense the Difference

IcTBuddy

’ N[ A
BAS Connection Info
Configuration
Login Info Protocol
Selection: Modbus TCP v
Local Netwark
Local Device Activity s
Timeout: 20

|oT Connection v
BAS Connection

Server Port: 502

Ny AN Y,

6. Under BAS Connection navigate to the “Modbus Registers” tab. This screen confirms that Modbus TCP
connection is selected and active. The configuration for each point is detailed in the Modbus Setup on
page 15 above.

BAS Setup
BACnhet Objects

leTBuddy . ~(
-

Login Info

9 Modbus TCP requests are converted to Modbus RTU and vice versa for responses. Please consult the locally-wired device's
Local Network manual to find its available Modbus registers.
Local Device

loT Connection ~
BAS Connection

BAS Setup

v

Modbus Registers

Advanced «
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Analog Settings (Local Device)
1. Navigate to the “Local Device” tab. Select voltage or current from the dropdown and enter the range of
the analog signal to be monitored on each channel. Channel A should correspond to your loTBuddy’s
white wire and Channel B should be yellow. The Black wire is common/ground for both channels.

3
(O Local Network | [ @ channel A Raw: 0.00mA | ( @ Channel B Raw: 0.00mA | o

IcTBuddy > V

y,
S

Configuration PI lect wheth
1. Select signal type. eevolage o

Login Info Source: to use voltage or
Local Network Voltage 2. Set Min ang Max
. Currenl*/
Local Device Currsnt Min: &= / Ranges.
loT Connection ~ CurrentMax: | 20 A 3. Scroll Down to set for

Channel B.

current for Channel A
and B.

BAS Connection ~

Advanced v Channel B 4. Save Analog

m’ Configuration.
— - AN

Copyright © 2023 Senva Inc. All Rights Reserved.

2. Navigate to the “loT Setup” tab. If needed, configure 10T connection (See Data Point Settings- BACnet IP
on page 13 or Data Point Settings- Modbus TCP on page 14 ). Then select the “loT Message
Configuration” tab. You may choose one of the pre-configured Senva devices from the dropdown or
choose “Basic” to manually enter the points you wish to monitor. Make sure to assign readings to either
Channel A or Channel B.

J

A
[© Local Network ][ @ MQTT Status | (@ Channel A Raw: 0.00v ] (@ Channel B Raw: 0.00mA ] o

= 1. Assign Analog Channel. )
IeTBuddy - - N —

« Setting the retain to

Confi i o Custom ( Default )
onfiguration

. Channel * A v Reading Min* | 0 "Yes" will signal the
Login Info broker to store the last
Leasll [Mifaoisrie Reading Max * 2000 Topic * Default published message and
the corresponding QoS
. Rate of Publish for that topic.
Local Device Precision 2 . 3600 (seconds) o *Warning:PSelting a
: blish to retain for
loT Connection pu
QoS * 9 v Retain * No - AWS DrAz_ure could
T S incur additional

charges.

2. Set Analog Point Properties.

loT Messages

Ii 3. Save Analog
5AE EaiiEsien © Basic v | Default - “ o .
= m AN Configuration. )

Advanced v

Copyright © 2023 Senva Inc. All Rights Reserved
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3. Once the points are fully configured, the raw Voltage for Milliamp readings from each channel can be read at
the top of the page. The readings update when the page refreshes.

| (@ channel A Raw: 0.00v_] (@ Channel B Raw: 0.00mA | o

Loading Configuration/Firmware files into the loTBuddy

Access and Steps

1. Login to the loTBuddy (See the sections on Wi-Fi Connection or Ethernet/POE Connection in the table of
contents section for more info). Then select the “Advanced” tab. In the “General” tab there are sections for

loading either creating configuration files for download, uploading configuration files or loading firmware
files.

==

I6TBuddy * |

Login Info

(© Local Network | (@ MQTT Status ] (@ Modbus TCP Activity | o\

"/
_/

Select Export to Download the
IoTBudd£Current Configuration.

Import from .json: Choose File |Ne file chosen

Local Network
Expaort to .json:

Firmware Upgrade

Local Device

loT Connection ~

BAS Connection ~

Advanced
Firmware .bin: Choose File |N0 file chosen
General

Diagnostic Log

Restart loT Buddy

Copyright® 2023 Senva Inc. All Rights Reserved.

S=ova

IeTBuddy ~ 2

((© Local Network | (@ MQTT Status | (@ Modbus TCP Activity | o

o Loading new
Login Info Import from _json: Choose Fijg | No file chosen Lnﬁgm
Hoss ek oot oo 4& Select Choose File to Select the or firmware
LIZ:‘:S:::;UH ) New File to Load for Configuration. files will W'l.l
BAS Connection ~ Firmware Upgrade w
pm— Select Choose File in the Firmware current

General e b —— Section to Load New Firmware. loTBuddy
System Info Reboot Co_nflgm
Diagnostic Log Select Restart to Remotely Reset the loTBuddy.

This Retains Current Saved Configurations.

IOTBuddy Web Configuration Guide
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App Provisioning of the loTBuddy

Setup
2. Open the Senva Sync app available on the Google Play Store for Android or the Apple App Store for iOS.
3. Tap ‘Scan Device’ and place your phone’s NFC adapter over loT Buddy until a successful connection
occurs and a green checkmark is displayed.

2s3e D@ = - CART2% 23 eH@ S - 23 eH@ S -

= Home €  Connecting €  Connecting

Looking for device... Located Senva device

/ Please place your phone near the Senva Connection was successfull

Device to connect.

PN
ame
w

Copyright © 2022-2023 Senva Inc. All Rights Reserved.
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https://play.google.com/store/apps/details?id=com.senvainc.senvasync
https://apps.apple.com/us/app/senva-sync/id1627051201

4. The device info will be displayed. Next tap ‘Edit Settings’.
5. Login using the loTBuddy credentials.

The defaults credentials are:

e username: admin

e password: admin
6. Credentials will be Verified.

s3eHB = - >4 E72% sie@S - >4 E72% i@ S - L P13

€  Device Configuration €  Device Configuration €  Device Configuration

10T 1eTBuddy
» Verification
Verification
Please provide the current username and
- : > passwaord to view and edit this device.
Edit Settings [Z,
Username U
Write Device r. dmi sername
aamin admin
Save Template e Password Password
admin
admin
. .
Signature Test PoF
Cancel
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7. Update available settings as needed.
a. For WIFI devices, available settings are:
i. Currently assigned IP addresses
ii. Login credentials for the loTBuddy
iii. The Settings, Username, and Password for the loTBuddy Access Point
iv. The Settings, Username, and Password for the Local Network WIFI
v. |IP Addressing Settings, DHCP or Static Ip.
b. For ethernet and POE devices, available settings are:
i. Currently assigned IP addresses
ii. Login credentials for the loTBuddy
iii. IP Addressing Settings, DHCP or Static Ip.
8. After changing the settings as needed, tap ‘Save’. When prompted to write a device, tap ‘Single Device’.

254 e D@ = - A 2% 254 e D@ = - A 2% woe @ = -
€ Edit Settings € Edit Settings € Device Configuration
10T 10T
WModel: [0T-BW WModel: [0T-BW
——— SET— 10T I1eTBuddy
System Info g
J
Network Password
Serial # 1048324 ,
MAC Add 0C:8B:95:93:B8:28 . .
ress N Write Continuously
Security Protacol WPA2 (PSK) ,
1Pv4 Address 10.73.10.135

De you want to write to a single device or

multiple devices?
Addressing F
FE80:EBB:95FF:FE93:B82 L=
8

Single Device

1Pv6 Link Local

N,

N,

Address Assignment Dynamic

IPv6 Global 0::0
Multiple Devices

Static IPv4 192.168.68.31

New Login Info

Static DNS 192,168.68.1 I
New Username ,’

PDF

Static Gateway 192.168.68.1 ,‘
New Password ’ -

r

] (X'

Static Netmask 2552552550 g

/

9. Place your phone’s NFC adapter over loT Buddy to write the new settings to the loTBuddy until a
successful connection occurs and a green checkmark is displayed.
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IP Address Retrieval using the Sync App
10. Wait at least 5 seconds for loT Buddy to reboot after a write, then from the app’s home page, tap ‘Scan
device’. Place your phone’s NFC adapter over loT Buddy until a successful connection occurs and a green
checkmark is displayed.

CAR2%

3@ = -

= Home

P/
ame
wr

Copyright
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Connecting

Looking for device...

Please place your phone near the Senva
Device to connect
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Connecting

Located Senva device

Connection was successfull
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11. The device info will be displayed. Next tap ‘Edit Settings’.
12. Log in using the loTBuddy credentials.

The defaults credentials are:

e username: admin

e password: admin
13. Credentials will be Verified.

s3eHB = - >4 E72% sie@S - >4 E72% i@ S - L P13

€  Device Configuration €  Device Configuration €  Device Configuration

10T 1eTBuddy
» Verification
Verification
Please provide the current username and
- : > passwaord to view and edit this device.
Edit Settings [Z,
Username U
Write Device r. sername
admin admin
Save Template ch ‘ Password ‘ Password
admin ‘ admin ‘
. .
Signature Test PoF
Cancel

14. The currently assigned IP addresses will be displayed at the top under ‘System Info’.

10T

Madel: IOT-BW

System Info
Serial # 1048324
MAC Address 0C:88:95:93:88:28
IPv4 Address 10.73.10.135
Pu6 Link Local FEBU:;ESE:BSFF:FEQE:EB;
1Pv6 Global 0:0
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